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The government organizetion specified above, in its missicn suppart capacity under the contract,
authorizes the individual employes identified harein, to proceed to the location(s) listed for the
designated deployment pariod set forth above. Upon completion of the mission, the amplayaa wiil
return to the point of origin.  Travel being performed is neceszary and in the public's service.
Travel is in accordance with FAR 31.205-36 and the maximum per digm allowable under the
appropriate travel regulations (Joint Travel Regulation (for AK, HI and oullying areas of the Unitad
States and US possessions). Federal Travel Regulation for CONUS and US Territcries, and Capt
of State’s Standardized Regulaticns for OCOMNUS Forgign Areas designated by DOS).

Prior to lssuance of a Dol Commoen Access Card (CAC), the government sponsor must ansure
completion of the FEI fingerprint check with favarable results and submission of a National Agency
Check with Inquiries to the Office of Personnel Management (QFPM), or a DolD-determined
agulvalant investigation.

Emergency medical suppert will be determined by the appropriate supparted commander.

Contractor authorization aboard military aircraft will be detarmined by the supported commander.
Mecassary ldantification badgeas will be detarmined and provided by the supported command.
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LOA REMARKS

AP1.317.1. U5 -owned cantractars providing goods or senices in direct support of DoD activities for contract-related mail only,
their U.5. citizen employees and spansored family members may be authorized personal mail. Postal support will be limited to the
cauntry inwhich the contractor is performing and providing there is no host-country prohibition. The extent of the postal support wil
be set fith in the contract. The provisions for postal support in such contracts shall be reviewed and approved by the applicable
Combatant Commander (or his designated representative) and the Military Department concemed prir to execution of the contract.

Contracting Officer

Signature r

Print Name

Email

Date

Phone
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Splash Screen  
Participant Arrival
General Greetings
Background if Presenter is Introduced by Conference Host


1. SPOT ES Overview

2. Demonstration
= Add contracts
= Review vendor process of entering people
= Letter Of Authorization processing

3. Resource Center




A single, joint enterprise system for the management,
tracking and visibility of contractors accompanying
U.S. forces overseas and contingency operations.

— capturing movement and location about operating forces,
government civil servants, and government contractors in
specified operational theaters.

— providing dynamic reporting.




Plan missions and logistics

Provide Situational Awareness (SA)

Provide personnel accountability

Support legal investigations involving personnel

Determine contract compliance (e.g. use of Government
Furnished Services)

Execute search missions (e.g. finding lost/missing
personnel)
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Presentation Notes
SPOT was designated by the Office of the Secretary of Defense (OSD) as the system of record in accordance with DoDI 3020.41, Contractor Personnel Authorized to Accompany the U.S. Armed Forces, which requires a single joint database for logistics, operations, planning, and reporting of deployed contractor status to government and defense contractor stakeholders.

The environment of US contingency operations without a military draft, with a cap on the number of military and an expanded national strategy that includes nation building and reconstitution require more contractors at a higher ratio of contractor to military than ever before in US history.  As of early 2008, at least 190,000 private personnel were working on US-funded projects in the Iraq theater according to a Congressional Budget Office (CBO) survey. That means that for each uniformed member of the US military in the region, there was also a contract employee – a ratio of 1 to 1.  In the Korean conflict, the ratio was 2.5 uniformed personnel for each contractor while in Vietnam, the comparable figure was 5 to 1. 
 

SPOT has expanded from a U.S. Army-only system to a DoD-wide system and is currently being implemented in other Government agencies. Both the Department of State (DoS) and the United States Agency for International Development (USAID) began using SPOT within the second quarter of FY08.

The Departments of Defense (DOD) and State (State) and the U.S. Agency for International Development (USAID) have relied extensively on contractors to support troops and civilian personnel and carry out reconstruction efforts in Iraq and Afghanistan. While recognizing the benefits of using contactors, GAO and others have noted the risks and challenges associated with relying on contractors. To help increase contractor oversight, the National Defense Authorization Act for Fiscal Year 2008 directed DOD, State, and USAID to sign a memorandum of understanding (MOU) on contracting in Iraq and Afghanistan that identified a database to track information on contractor personnel and contracts performed in the two countries. In their July 2008 MOU, the agencies designated the Synchronized Pre-Deployment and Operational Tracker database (SPOT) as their system for tracking the required information. GAO's testimony addresses how contractor personnel and contract information can aid agencies in managing contracts and the status of SPOT's implementation. It is drawn from GAO's ongoing and prior contingency contracting work. This work involved meeting with agency officials, including those in Iraq, and reviewing agency documents. GAO obtained agency views on previously unreported information, which the agencies generally agreed with.

DOD, State, and USAID now require their contractors in Iraq to enter personnel data into SPOT, but only DOD and State require their contractors to do so in Afghanistan. A critical factor in prompting the use of SPOT was DOD's requirement that contractor personnel have SPOT-generated letters of authorization (LOA) to, among other things, enter Iraq or Afghanistan. 


= Awareness of Contractor Footprint for:
— Force Protection Planning
— Life Support
« DFAC (Meals)
 Billeting (Bed)
= Visibility within AOR
— Existing Contracts and Capability to fulfill Future Requirements

— Track Individuals down to Installation Level (Military, Civilian and
Contractors)

= Audit Type Capability for Contracted Assets

= Enable validation of the registration data against SPOT
enroliment data
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Provide Leaders Awareness Of Contractor Footprint In His Area Of Responsibility For Contingency and Force Protection Planning

“… information shall be used to assist planning for the provision of force protection, medical support, personnel recovery, and other support. It should also provide planners an awareness of the nature, extent, and potential risks and capabilities associated with contracted support in the area of responsibility (AOR).

Provide Leaders Visibility of Capabilities within AOR 

“…database shall provide a central source of CDF personnel information and a summary of services or capabilities provided by all external support and systems support contracts.”

Provide Full Accountability 

One significant sub-category of contingency contractor personnel, called contractors deploying with the force (CDF), is subject to special deployment, redeployment, and accountability requirements and responsibilities.  It turn, SPOT helps to “Maintain by-name accountability of all CDF personnel and contract capability information in a joint database.”

Provide Audit Type Capability for Contracted Assets
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FAR clause 52.225-19 Contractor
Personnel in a Designated Operational
Area or Supporting a Diplomatic or
Consular Mission Outside the United
States.

DFAR clause 252.225-7040 Contractor
Personnel Authorized to Accompany
U.S. Armed Forces Deployed Outside
the United States.

DOD Instruction 3020.41 Contractor
Personnel Authorized to Accompany
the U.S. Armed Forces, Dated October
3, 2005

Regulations and Policy

DoDlI
3020.41
3 Oct 2005

OSD Memo
Designating
SPOT

25 Jan 2007

Class Deviation
19 Mar 2007

INSTRUCTION

USD Memo
PSC Linguist
Guidance

28 Sep 2007

OSD AT&L
Memo

SPOT
Designation in
CENTCOM AOR
17 Oct 2007

USD Memo

SPOT Phased
Implementation 28
Jan 2008

CENTCOM FRAGO
14 Aug 2008
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FAR clause 52.225-19  Contractor Personnel in a Designated Operational Area or Supporting a Diplomatic or Consular Mission Outside the United States. 
(g) Personnel data. 
Unless personnel data requirements are otherwise specified in the contract, the Contractor shall establish and maintain with the designated Government official a current list of all Contractor personnel in the areas of performance. The Contracting Officer will inform the Contractor of the Government official designated to receive this data and the appropriate system to use for this effort. 
DFAR clause 252.225-7040 Contractor Personnel Authorized to Accompany U.S. Armed Forces Deployed Outside the United States.
(g) Personnel data. 
The Contractor shall enter before deployment and maintain data for all Contractor personnel that are authorized to accompany U.S. Armed Forces deployed outside the United States as specified in paragraph (b)(1) of this clause. The Contractor shall use the Synchronized Predeployment and Operational Tracker (SPOT) web-based system, at http://www.dod.mil/bta/products/spot.html, to enter and maintain the data. 
DOD Instruction 3020.41 Contractor Personnel Authorized to Accompany the U.S. Armed Forces, Dated October 3, 2005
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appropriate travel regulations (Joint Travel Regulation (for AK, HI and outlying areas of the United
States and US possessions), Federal Travel Regulation for COMUS and US Temitories, and Dept

of State’s Standardized Regulations for OGCOMUS Foreign Areas designg

Prior to issuance of a Dol Common Access Card (CAC), the government
completion of the FBI fingerprint check with favorable results and submis:
Check with Inquiries to the Office of Personnel Management (OFPM), or a

equivalent investigation.

Emergency medical support will be determined by the appropriate suppor
Contracior authorization aboard miltary aircraft will be determined by the

Print Mame Signed by the SPOT System on behalf of TERRIE B PUGH

A unique barcode is generated for each

JAMMS scans contractor location data
which is uploaded to SPOT records
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LOA

010

jen223
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GAO has reported extensively on the management and oversight challenges related to using contractors in contingency operations and the need for decision makers to have contract and contractor personnel information as a starting point to address these challenges. The lack of such information limits agency planning efforts, increases costs, and introduces unnecessary risk. For example, GAO previously determined that by not considering contractor resources when developing an assistance strategy for Afghanistan, USAID's ability to make informed resource allocation decisions was impaired. Similarly, it was estimated in 2006 that DOD's lack of visibility on what government support contractors were entitled to cost an extra $43 million in Iraq as the government provided them free meals and a food allowance. Many of GAO's past recommendations focused on improving agency officials' ability to obtain contract and contractor personnel information. 


SPOT NIPRNet (unclassified) — SPOT deployed on the Non-
secure Internet Protocol Router Network

SPOT SIPRNet (classified) — SPOT deployed on the Secure
Internet Protocol Router Network

JAMMS - Joint Asset Movement Management System
TOPSS - Total Operational Picture Support System
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JAMMS captures movement and location mformatlon about
operating forces, government, and contractors through data
collection points established in specified operational theaters.

JAMMS data collection points are established at:
Dining Facilities (DFACS) Other Systems

Ports of Debarkation |
(APODs/SPQODSs)

Central Issue Facilities (CIFs)
Medical locations

Convoy staging areas

Fuel Points

Vehicle Issue Points

Billeting facilities

Department of State (DoS) facilities
Morale, Welfare, and Recreation
(MWR) locations

\;“)) $ \“J Personnel Movemeant

® Personnel movement
araund in theater

® Check infout of facilities

L
) JAMMS Field Systems
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Personnel moving through a JAMMS data collection point present a form of identification that the system recognizes. A JAMMS operator scans the ID card, and information about the cardholder is stored electronically. Information captured by JAMMS is uploaded daily to SPOT.
JAMMS data collection points can recognize Common Access Cards (CACs), Real-Time Automated Personnel Identification System (RAPIDS) card barcodes, SPOT-generated LOAs, Defense Biometric Identification System (DBIDS) identification cards, Federation for Identity and Cross-Credentialing Systems (FiXs) cards, Biometric Identification System for Access (BISA) cards, and some driver’s licenses and passports.




Prowdes standard and custom reportlng
Lets analysts to make immediate and effective decisions

Reports and dashboards used to monitor visibility and analyze
trends

Proven scalability to adapt to emerging requirements and data
sources

Secure, SIPRNet- based, NIPRNet-ready Business Intelligence
Solution (NIPRNet - deployment 15t Quarter 2011)

— =
SPOT

Web Apps

/ Portals @

-: o

Components
and
Applications
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LOGSA
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FPDS-NG /
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DBIDS / BISA
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ATO (Authority to Operate) 2009 – For DISA for SPOT ES (TOPSS) on SIPRNet
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Report on Location-Based TOPSS Graphical Information System

Data

* Locations coordinates
displayed on map

» Use standard map display

capabilities, such as il ot Michael Kirkany
Google Maps, Google oE P 3§ Frimary Org: Lockneed
Earth, etc. 5 o 1 - DeploymentDetis:
« SIPR Maps via NGA ot P
« Geospatial Queries S\ 4 . oy
* Provide Point Locations 6L LA | i e
for entities on a map B0 e | Fonigntatonat o

* Any location based
coordinates and data

» Geometric Queries

* Show time-based
locations and movement
of entities

* Perform Proximity queries
(what entities were “near”

US Contractors:
? [l Lockheed

119 [¥1Man Tech
|9 “]Raytheon

2ach other?) L2

&J Local intranet

All Example Reports derive artificial data from the test or training SPOT instance.




Company Administrator

Government Authority
Government Administrator

Add / Maintain Contract

Add / Maintain Persons

Initiate Deployment

Maintain Deployment
Information

Initiate LOA

Authorize LOA

(Government Authority only)

Contracting Officer
Contracting Administrator

Add / Maintain Contract

Approve LOA
(Contracting Officer only)




Details/Edit
Profile

Search for
Person

Create Person
Record

Enter and
\YENEI
Person
Information
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Select Contracting Enter and

Agency, then Maintain

Office and Contract
Contracting Officer Information

Search for
Contract or
Task Order

Add Contract
or Task Order
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Not listed in a block here are LOA approvals
LOAs may or may not be assigned to a Deployment
The GA authorized it
The KO reviews LOA | assigns privileges if approved| approves

SPOT provides a work flow for LOA approvals.  
An LOA may be requested as part of creating a deployment – the LOA is then assigned to a Government Authority user 
The Government Authority user reviews and authorizes the LOA
The Contracting Officer (KO) user reviews the LOA, assigns appropriate privileges, and approves.  
Once the KO approves the LOA, it is digitally signed and available to be viewed and printed




Company Administrator

Select Government
Authority from pre-
populated list based on
selected supporting
organization

Initiate Request
for LOA for
Deploying
Persons

Select
Supporting
Organization

Select Contract and/or
Task Order which
determines the
Contracting Officer

SPOT generated email

Authorize
Deployment/

Review
Deployment/

Contracting Officer

SPOT generated email

Enter
Government
Furnished
Services (GFS)

Review
Deployment/

Enter Fund
Cite

[lewd palesauad | OdS

Approve and

Digitally Sign
LOA




Search for

Person

Search for

Person

Search for

Person

Enter Actual
In-Theater
Arrival Date

Enter Actual
In-Theater
Departure

Date

Enter Close
Out Date
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Deploy Contractor: (LOA dates are estimated dates of deployment; employee not  deployed in SPOT until following action taken)



SPOT ES Helpdesk Phone: (717) 458-0747
SUPPORT SPOT ES E-mail: SPOT.helpdesk@us.army.mil

SPOT ES Web chat: http://www.SPOThelpdesk.com
SPOT ES Resource Center: http://www.resource.spot-es.net

TRAINING For additional training, please contact us at:
spot.training@us.army.mil



Presenter
Presentation Notes
 





Search

‘Home ' Training | Registration |

FAQs EY Alerts

m () | am a company admin and can't find a
person in SPOT who | need to add to my ® There are no alerts at this time.
company. What do | do?

A) This issue is due to the person not being i
associated with your company or associated
with any company at all. When More ==

m () | have switched compames and | need
my role to refiect the new organization.

What do | do? ﬂ
Training = REQiSII‘Eﬂ:iOI‘I Help Desk
The SFPOT-ES training team offers Ready to sign up for 3POT? Use the link The SPOT-ES Help Desk is staffed by
5 Instructor Led Training (ILT} classroom, below to begin the registration process: technical support specialists who are
“iﬁ virtual training sessions using a available 24/7 to answer your questions
WehCast forum, or a combination of SPOT MIPRMet: about SPOT, JAMMS, or the other SFOT-ES
both to meet different leamer needs. We hitps:#2POT.altess. army.mil components,

provide on-site training on a case-by-
case hasis in support of national Contact the Help Desk as follows:;
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The SPOT-ES Resource Center Web site contains resources for the SPOT-ES community, including:

  FAQs: Frequently Asked Questions regarding SPOT-ES components
  Alerts: System Outages, Updates, and other bulletins regarding SPOT-ES component availability.
  Document Library: Quick Guides, Training Handbooks, and other reference material available for download
  Training: Training Schedule, Course Descriptions, and links to request training
  Registration: Links to register for SPOT-ES components
  Help Desk: Live 24/7 customer support

The URL is: http://www.resource.spot-es.com



Questions and Answers

=

Questions?
ReCap and Summary
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Questions
Any instructor “knowledge checks”
Evaluation
Next Steps


Summary: SPOT ES Beneflts
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SPOT provides:

Central, integrated source of information

Aids in planning

Single standard user interface

A standard tool for the functional management of CAAF

Reduces manual data entry through integration with related
Industry and government authoritative systems

Automated movement tracking via JAMMS
Digitally signed LOAs with unique SPOT barcodes

Complies with Homeland Security Presidential Directive 12
Policy
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SPOT Advantages
Provides a central, integrated source of information to assist Defense Contractors and Combatant Commanders in planning force protection, medical support, personnel recovery, and logistics support of contractors who accompany the U.S. Armed Forces
Presents a single standard user interface for Government and industry to locate and correlate any individual to contract information and points of contact for routine actions and to manage emergency situations in an area of operation
Provides a standard tool for the functional management of contractors accompanying the force that reduces manual data entry through integration with related industry and Government authoritative systems
Provides movement tracking through an automated interface with Joint Asset Movement Management System (JAMMS)
Provides near-real time connectivity of scanning technologies with SPOT system providing up-to-date visibility into contractor assets and capabilities by leveraging existing authoritative systems and DoD business processes to identify deployed contractors and their movements
Generates digitally signed Letters of Authorization with unique SPOT barcode to comply with Homeland Security Presidential Directive 12 Policy for a Common Identification Standard for Federal Employees and Contractors\Provides a standardized document required for contractors to carry while on travel, streamlining the process by automating KO signature through PKI encryption
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